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1 Authored by – Huzefa Tavawalla (Head, Bangalore Office & Disruptive Technologies Practice, Nishith Desai Associates) and Aniruddha Majumdar 
(Member, Disruptive Technologies Practice, Nishith Desai Associates)
2 For e.g., see https://www.wired.com/story/crime-metaverse-virtual-reality/ (Last visited on June 28, 2022).
3 For e.g., Meta has announced a “Personal Boundary” feature which stops other users from coming in close contact - https://www.verdict.co.uk/
metaverse-meta-sexual-assault/ (Last visited on June 28, 2022).
4 For e.g., Meta’s current safety measures include the ability to mute / block people or to transfer one’s avatar to a “safe zone”, which may be effective, but 
depend on the user themselves to take affirmative actions at the time of such incidents to ensure their own safety (see https://www.nbcnews.com/tech/
internet/metaverse-virtual-worlds-lack-adequate-safety-precautions-critics-say-rcna15418) (Last visited on June 28, 2022).

Most contemporary understandings of the Metaverse(s) 
describe it as a parallel virtual reality (VR) experience, 
which is abundant with features from our physical 
world such as streets, buildings, and even other virtual 
humans. While the Metaverse is a significant use 
case of technology based on the blockchain such 
as cryptocurrency and NFTs, and holds immense 
potential to re-shape and re-imagine virtual spaces, 
unfortunately, crime and mischief have already found 
their way in. This is coupled with numerous reported 
instances of virtual sexual assault. With advances in VR 
technology, the more realistic the Metaverse becomes, 
the more real such virtual assaults will also feel.2 As the 
Metaverse gains more popularity, the problem is likely 
to be exacerbated further, and will require regulators to 
grapple with some important questions.

“Virtual assault” (whether sexual or otherwise) is an issue 
which would only increase in the Metaverse, given the 
realistic experience that the Metaverse provides to its 
users. For instance, what if, while walking on the streets 
of a virtual world, a group of virtual personas or “Avatars” 
assault you with virtual objects lying around? Until full-
body sensors / machine nodes are used, there may not 
be any physical impact of such an assault, but the mental 
impact could be very much real (even more so in the 
case of virtual sexual assaults). 

On the architectural level, Metaverses may be developed 
such that violent interactions are not possible by design 
or through on-demand safety features.3 However, such 
measures may not be highly effective given that these 
would (i) be completely dependent on private entities 
such as the developers / producers of the Metaverse, (ii) 
require platforms to weigh user safety against limitations 
on interactions between users, and / or (iii) shift the onus 
on users to act mindfully during such incidents.4

Avatar Assault in Metaverse: A Global Perspective 1

As a result, it is important to assess whether users can 
seek protection under any statutory law, as opposed to 
being dependent on the actions of commercial actors. 
Traditionally, however, penal legislations generally 
envisage assaults to be in the physical context. 

The platform may also, through its terms of use, prohibit 
certain behavior, but breach of such terms would 
largely lead to contractual liability. Platforms may not 
pursue individual Avatars given the costs and practical 
challenges involved, and the possibility of multiple 
accounts. 
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Interestingly, however, when it comes to sexual 
harassment (which may not necessarily involve assault), 
certain statutes contain specific provisions which 
penalize online sexual harassment and stalking. However, 
under Indian law the provisions largely relate to a “man” 
as a perpetrator, and some provisions require a “woman” 
to be a victim of such an offence. The term “man” and 
“woman” refer to natural persons, and thus, Avatars may 
not strictly fall under the said categorization. However, 
it can be argued that the actions of an Avatar are in fact 
the actions of the human controlling such an Avatar, and 
accordingly, the human player should be liable.    

The key takeaway is that different offences pertaining 
to assaults under criminal statutes may have different 
requirements, whether it is of physical acts, physical 
injury, or the involvement of a natural person. Unless the 
offence is not perpetrator and victim-neutral, and does 
not require bodily injury as a pre-requisite to the offence, 
assaults by Avatars may not be covered under these 
provisions unless there is jurisprudence to the contrary. 

For instance, under the Singapore Penal Code, 1871 
and the Indian Penal Code, 1860 which are the criminal 
codes of Singapore and India, respectively, the definition 
of “person” appears to be an inclusive definition and not 
limited to natural persons. Although, whether an Avatar 
in itself can be categorized as a “person” continues to be 
contentious. Similarly, the definition of “hurt” under both 
these legislations means bodily pain, disease or infirmity 
which again may be difficult to attribute to an Avatar. 
Even for the offence of rape, penal statutes mostly 
refer to the use of or the effect on physical parts of the 
body. Other sexual crimes pose the same problem, thus 
making an offence attributable to an Avatar even more 
contentious.




